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Instructions for Certificate Store Implementation
)
Microsoft Certificate Store Implementation:

The Microsoft Trusted Root Certification Authorities (CA) are often updated automatically through Microsoft Update, so no action may be required.  You can verify or establish root and intermediate CA trust using the Microsoft Management Console Certificates snap-in. For required steps, please consult Microsoft’s documentation for your version of their operating system.

Keystore Implementation:

For keystore implementations, complete the following steps to install a Trusted Root or Trusted Intermediate authority certificate.  You may need to obtain and install a keytool utility in order to complete these steps. This tool is widely available on the Internet.

1. Save the file (ex. OV_USERTrustRSACertificationAuthority.crt, OV_NetworkSolutionsOVServerCA2.crt, AddTrustExternalCARoot.crt).

1. Locate the keystore used by your RTRS client.

1. Using the keytool utility, enter the following:

keytool -import -alias <alias> -keystore <your_keystore_filename> -trustcacerts -file <filename_of_the_cert>

You may be prompted to enter the password for your keystore and to confirm that you wish to trust this certificate.

Example: 

C:\>keytool -import -alias AddTrustExternalCARoot -keystore c:\.mykeystore -trustcacerts 
[bookmark: _GoBack]-file  c:\AddTrustExternalCARoot.cer

Enter keystore password:  xxxxxxxxxxxxxxx

Trust this certificate? [no]:  y

Certificate was added to keystore.
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